Abstract-Cloud computing has emerged as a new computing paradigm that impacts several different research fields, including software testing. Testing cloud applications has its own peculiarities that demand for novel testing methods and tools. On the other hand, cloud computing also facilitates and provides opportunities for the development of more effective and scalable software testing techniques. This paper reports on a systematic survey of published results attained by the synergy of these two research fields. We provide an overview regarding main contributions, trends, gaps, opportunities, challenges and possible research directions. We provide a review of software testing over the cloud literature and categorize the body of work in the field.
I. INTRODUCTION
Cloud computing has emerged as a new computing paradigm that facilitates the development and utilization of highly flexible, elastic services on-demand, and over broadband network access. Those attributes are driving many organizations to move their businesses to a cloud platform.
Software testing has been one of the best practice areas for migrating to cloud environment. Virtualization, which is an enabling technology of cloud computing, was first used for quickly creating virtual computing resources with different operating systems (OS) to test software applications on various platforms [1] . Testing new software often requires costly server, storage and network devices only for a limited time [2] . These computing resources are either not used or underutilized after testing, thus incurring extra cost on budget.
Especially in some application domains, software testing requires extensive resources. For example, to test the performance and scalability of a banking application, the system must be stressed with requests from millions of users in a short time interval. This is a realistic scenario that should be tested because people rush to their bank accounts regularly on every payday. Reproducing such a scenario would require the provider to set up a test harness (including the user databases) to emulate the actions of millions of users. Similarly, mobile application providers frequently have to deal with maintaining the quality of their services over a plethora of various combinations of platforms [3] . The computing platforms may encompass various browser technologies with different backend support running on various mobile OS. To ensure a reliable service, providers have to test their services on all these platforms.
Test automation topic is frequently visited when software testing is considered over the cloud. There are many test automation tools in the market, which address different requirements in a testing life-cycle (e.g., automated test data generation, test case generation, test execution and test evaluation). We believe our evaluation will also motivate the migration of those tools to the cloud.
One of the major drivers of cloud computing adoption is economies of scale. It provides a pay-per-use type of service, thus eliminating the upfront investment in many cases. Testing tools and services are no exception. Development teams can benefit from this paradigm for utilizing test tools when they need it and as much as they need it, thus saving license fees.
We will enrich the discussion with current state-of-the-art software testing as a service over the cloud; the survey will classify related literature according to what type of testing activities these services support for what type of application domains.
The remainder of the paper is organized as follows; in Section II, we give a short background on cloud computing and software testing in the cloud; in Section III we describe our research methodology; in Section IV we present an evaluation of review results and identify gaps as well as opportunities; Section V presents related work; and we conclude the paper in Section VI.
II. CLOUD COMPUTING
Cloud computing is a relatively recent term, which basically defines a new paradigm for service delivery in every aspect of computing. It enables ubiquitous, convenient, on-demand network access to a shared pool of configurable computing resources (e.g., networks, servers, storage, applications, and services) that can be rapidly provisioned and released with minimal management effort or service provider interaction [4] .
Cloud computing has been enabled by the developments in virtualization, distributed computing, utility computing, web and software services technologies [5] . It is especially based on two key concepts. The first one is Service-Oriented Architecture (SOA), which is the delivery of an integrated and orchestrated suite of functions to an end-user. The functions can be both loosely or tightly coupled. SOA enables endusers to easily search, use and release services on-demand and at a desired quality level. Workflows allow integration of services to deliver a business-valued application. The second key concept is virtualization. Virtualization allows abstraction and isolation of lower level functionalities and hardware, which enables portability of higher level functions and sharing and/or aggregation of the physical resources.
A. Essential characteristics
Cloud computing exhibits the following essential characteristics. Rapid elasticity allows end users to easily and rapidly provision new services and release them, enabling them to pay for what they utilize and how much they use it. On-demand self-service is an appealing characteristic for consumers because it provides them the flexibility of provisioning a service exactly when they need it. The services provided over the cloud are measured services, which means that consumers only pay for how much service they consume; thus eliminating the need for investing in redundant computing resources. Cloud computing has benefits at the providers' end as well. A cloud computing provider pools its computing resources in order to serve multiple consumers by means of a multi-tenant provisioning model.
B. Service delivery models
Even though there are several definitions for delivery models of cloud computing services, three are widely adopted in the literature. Software as a Service (SaaS) delivery model is described as providing software applications/services over cloud infrastructure for consumers. These applications are accessible from various platforms through an easy-to-use client interface such as a web browser. Platform as a Service (PaaS) delivery model enables consumers to deploy their solutions to the cloud by means of platforms such as application servers and database services provided by the Cloud Platform Provider. Infrastructure as a Service (IaaS) is the lowest level of service model in cloud delivery models. In IaaS consumers acquire computing services and can deploy their own customconfigured systems in these resources potentially replicating their own existing infrastructures. Therefore, IaaS can also enable legacy system and software compliance.
C. Deployment models
The deployment model of a cloud platform is also important to consider when delivering or procuring on-line services [4] . Public cloud infrastructures are provisioned for use by any consumer; infrastructure exists in the premise of the provider. Private cloud infrastructure is provisioned for exclusive use of a single organization and can be owned by a single organization, a third party, or some combination of them. Community cloud infrastructure is provisioned for exclusive use by a particular community of users from organizations that constitute the specific community. Hybrid cloud is a composition of two or more of the models above.
D. Software Testing and Virtualization
Software testing is an integral part of the software development life cycle that span over all the development phases.
One of the main challenges in software testing is deploying and maintaining a real-world test platform at the outset of a project. Virtualization technology has been utilized in testing various software since its inception in 1960's. IBM's CP-40 project might be considered as the pioneer of virtualization technology [1] . Among other goals of the project, CP-40 was mainly used by researchers as a tool to evaluate and test the performance of operating systems.
Developments in network infrastructure triggered a spur in Web-based service delivery. Riungu et.al. discuss the conditions that influence software testing as an on-line service and elicit important research issues [6] . They define on-line software testing as a model of software testing used to test an application provided as a service to customers across the Internet. This model promotes a demand-driven software testing market by enabling organizations and individuals to provide and acquire testing services on-demand. The concepts that affect software testing as an on-line service are domain knowledge, infrastructure, security, pricing, communication and skills [6] . On-line testing reduces costs related to installing and maintaining testing environment. It also introduces a new market where the providers and consumers can reach skilled test engineers on-demand.
III. RESEARCH METHODOLOGY
The main purpose of this paper is to classify research activities performed in cloud-based testing area, clarify the terminology used, identify any gaps or open issues that remain, and address those issues at a high level. There are currently two different perspectives on "cloud testing" and both cases can be considered as valid forms of "Testing as a Service" [7] : 1) Testing the cloud-resident applications, 2) Providing testing software as services in the cloud, and 3) Both of the above, i.e., testing cloud-resident applications by means of cloud-resident testing services. The former deals with how applications perform in terms of functional correctness and speed when they are migrated to cloud. The latter deals with migration of the testing process itself into the cloud. This motivation enabled us to distinguish the problem domains of the literature. After thorough review of the selected papers we identified 11 major problem domains (Table I -II) depending on the problem/solution domain of the paper. The problem domains that we identified enables us to make a distinction between whether the test service is provisioned for cloud-resident applications or for other platforms (e.g., desktop applications, mobile applications, etc.).
During our search for the related literature, we found the following keywords and phrases to be useful:
• cloud application validation 
A. Categorization
Test level categorizes the papers against the levels of traditional V-Model of software testing: unit, integration, system and acceptance testing. Test type addresses the type of test that the investigated paper studies: functional, performance, security and interoperability. Contribution of papers classified whether they contribute to the field as test execution automation, test case generation, a framework that either defines a tool or a methodology or an evaluation paper. We further investigated and extracted what type of delivery model that a specific research builds on.
B. Gaps
In our review, we could not identify any research that deals with effects of cloud deployment model on providing software testing as a service over the cloud. We believe that the deployment model has a critical role in procuring software testing service as it is for other on-line services. For instance, community cloud model might be further investigated for promoting community testing or crowd-testing (e.g., UTest [57] ).
Our categorization emphasizes correlation between testing level, testing type and delivery model. It can be seen from Table- I that interoperability testing presents opportunities for further research, which deals with cloud services interoperability. It's also shown in Table- I that acceptance testing has not been studied thoroughly.
We noticed that contribution of a literature and its delivery model are mostly interrelated. For instance, it can be seen in Table- II that [15] introduces a framework for testing and it is classified as an IaaS delivery model; so is [21] .
Workload distribution and management over the cloud has being studied by the cloud community. Automated tests might be investigated in terms of their correlation with available task management frameworks or infrastructures. This subject is not studied thoroughly ( [53] , [7] , [52] ). We believe that task management issue in distributed and parallel applications has long been studied, and studying those solutions might facilitate task management for testing over the cloud.
As more and more services are migrated to the cloud verification of legacy applications over cloud will gain more attention by the research community. Especially acceptance testing of those applications needs to be well-structured in order to reap the benefits of cloud. Ding et al. describe why post-migration testing is necessary when migrating a complex application to cloud in [39] . They introduce a blackbox approach for post-migration testing of Web applications without manually creating test cases. They propose to automate those tests and present a software module called Splitter. The tool executes automated functional test by using actual user workload in real-time to compare responses from the migrated application against those from the original production application before cut-over to the new platform. Migration of legacy systems should not only be investigated in terms of system and functional specifications but also studied in terms of performance, security, unit-level verification and integration of composing services ( Table-II) .
Many cloud services are provisioned through composition of several services.In the near future, several cloud infrastructure service providers may be utilized in providing value-added cloud services. Thus, interoperability testing of cloud infrastructures has potential for research.
C. Testing for the Cloud
Testing for the cloud defines the testing of applications that are specifically developed to run on a cloud platform. This fact entails that the application might be utilizing parallel computing features of cloud computing or it might be a multithreaded application. Parallel program testing becomes more critical with the proliferation of cloud computing services.
Cloud service development and deployment, test task management, cloud infrastructure and storage, cloud applications domains are good examples of testing for the cloud. For example, Chan et.al. propose a graph-based modeling approach to cloud applications and attempt to support the approach with a testing paradigm for cloud applications [14] . The testing relates to the notion of model-based testing.
D. Testing on the Cloud
We distinguish the testing activities for on-premise applications as "testing on the cloud". In this type of service, the system under test resides either on-premise or on the cloud for testing purposes, but it's deployed on a platform other than cloud.
Testing for certification is a good example for testing on the cloud. On-demand service delivery attribute of software testing over the cloud paradigm might attract end-users to test the applications which they will install on their PC or [12] , [13] , [14] , [15] , [16] [11], [12] , [9] , [13] [15], [17] [10], [11] , [12] , [13] , [14] , [15] [10], [16] X [22] , [23] , [24] [9]
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[29], [30] , [35] , [36] , [37] Migration to Cloud X [38] , [39] , [40] , [41] , [6] [6] X [38] , [41] , [6] , [39] , [40] [ mobile devices or check the applications' conformance to certain standards [11] . Unit testing activities are another area where on-demand software testing service can be utilized. Symbolic execution concept has been migrated to cloud environment, which facilitates automatic test case generation for unit tests ( [47] , [48] , [9] ). Symbolic execution presents opportunities for automatic test generation and test execution automation; but it's not widely studied according to the problem domains we presented ( Table-II) . Thus it presents further research opportunities.
Testing activities usually mean verification activities. Verification and validation should be considered as a complete service for the quality purposes. Verification and Validation as a Service (VVaaS) should answer both questions: whether the software does the right thing and whether the software is built to do the right thing. Thus acceptance testing should be considered as a new test service to be provided over cloud. VVaaS over the Cloud should be studied and promoted because one of the goals of software testing research is to automate the testing activities as much as possible, thereby
• significantly reducing the cost, • minimizing human error and • making regression testing easier.
V. RELATED WORK
There is a vast amount of literature regarding software testing in the cloud and testing cloud services. However, to the best of our knowledge, there is no comprehensive literature review that categorizes exiting body of work according to problem and solution domains. There have been previous works for identifying research issues for software testing in the cloud [31] . These works are based on a survey conducted with industry practitioners, in which issues are categorized from the application, management, legal and financial perspectives. The analysis of this survey reveals the requirements of a cloud-based testing solution from the viewpoint of industry practitioners [6] .
VI. CONCLUSION
Cloud computing and software testing are likely to be active and popular research fields in the near future. Traditional software testing techniques are being adapted for the cloud. On the other hand, cloud computing itself is under constant evolution, continuously bringing in new opportunities and challenges for software testing research. In this paper, we have presented a classification of current research studies, identified gaps in the literature and investigated the correlation of software testing with different deployment models of cloud computing. Researchers in this field can benefit from the results in selecting their research direction and identifying new research opportunities for future work. We have observed that acceptance testing is an open research area for testing over the cloud. Test task management is also among the potential areas for further research. Finally, we believe that interoperability testing needs more emphasis as a research area to ensure reliable service composition by means of integrating services from different service delivery models. Our future research will be focusing on filling these gaps for achieving a comprehensive verification and validation model in cloud computing. We will specifically work on issues that facilitate cloud as a platform for acceptance and unit testing, and we will also focus on optimizing existing automated test tools for more proliferated use over the cloud. & Deployment [25] [25], [9] , [26] , [28] [54], [25] , [13] , [17] [27] [25] , [26] , [29] , [55] , [32] , [33] , [34] , [56] [17] X Migration to Cloud [39] [39] X [38] , [41] , [6] , [40] [ 
